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The latest craze over the summer has been ‘Pokémon Go’....
a free-to-play location-based, augmented reality game
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Dubsmash

Dubsmash is a
mobile app where
users can choose

an audio
recording or
soundbite from
movies, shows,
music, and internet
trends and record

Video
(Music)

Video Star

Video Star is a
great app for teens
who want to

Triller

Triller is a music

video maker app
for iPhone. Pick a
song, select the

Musical.ly

Musical.ly is a
video community
that allows you to

create, share,
and discover
short videos.

(Live Streaming)

Video

Live.ly
Live.ly is a new
live video
streaming
platform created . R
by musical.ly. Periscope Twitch
You can start a i . X
live.ly to Owned by Twitch is a live
broadcast to your Twitter, video game
fans and friends, Periscope is @ | website. You can
and have  real- live video watch playbacks

You Now

On You Now you
can tap ‘Go Live’
and you’re on!
Broadcast to a

you to broadcast

Musical.ly stars...

Live.me

Live.me is a live
video streaming
app. Allowing

and watch live
chat. Join in
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other people
questions. It’s up
to you whether you
want to ask the
question
anonymously or
not.

Whisper is a social
network where you
can remain
anonymous,
publish text and
receive replies
from other people.
It also allows you
to communicate
with others
through private

Secret is a social
networking app
where you can

post content or

content
anonymously.

your mobile phone
or tablet to find
your location and
show you the most
recent posts from
other people
around you.

communities - one
for adults (18+)
and one for
young people
aged 13-17.
But this was
changed in
June 2016.
You swipe left
for ‘no’ or right
for ‘yes’.

MeetMe

MeetMe is a which
a social network
and dating site and
allows users to
meet and
communicate with
other people
worldwide.

videos and start feature... photos, videos | aydio messages || hours it simply
chatting.. and text send | with friends and disappears
to 50-500 other people. forever.
people's feeds.

Ask.fm \,/ ) 4 Yik Yak Tinder MyLOL
Ask.fm is.a sqcial Yllk Ya; ‘-fla”' Tinder is a dating MyLOL is a dating

Retworklng site K b%r;:gelt u Et:: app, which used to site for

where you can as ; . It uses the hpn—
Y Whisper secret GPS schools on have two separate teenagers aged

Snog

Snog is a teen
dating site that
lets you rate
other people’s

profiles as snog,

marry or avoid.
You can also send
private i

13-20, but some
users are up to
25 years old. Like
an adult dating
site, you can view
other people’s
profiles and search
for others based
on their age,
gender and
location.
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A National Ok #ALEAGEIAITs

Crime Agency
command

www. thinkuknow.co.uk

ceop.police.uk

Child Exploitation Online Protection Centre

REPORT

ABUSE

You should always report if your child is,
or has been, in contact with some who is...

) Asking them to
Chatting to your @ do sexual things @)
child about sex

on webcam
Asking to meet up if
they’ve only met @]
them online

Making them feel unsafe @

REPORT
ABUSE

Requesting
sexual pictures

A

Forcing them into
sexual activity

T There are education programs for all
primary year groups, including
age-appropriate films to show the children.

‘Thought They
Knew...” series

10-11 year olds

‘Jigsaw’
8-10 year olds

‘Animal Magic’
2-8 year olds

COMING SOON!

A National
Crime Agency
command

: ) Make a report &

REPORT c
ABUSE | uouhave been s0 or you'r
‘somebody else, let us know securely

New

Welcome to CEOP's Thinkuknow

Are you.

i |
.

8-10? v

Teacher/

14+7? Trainer?

11-13?

REPORT
ABUSE




Parent and Carer

I'd like to understand more about

I'm concerned about my child
keeping my child safe

I need to report an incident

> 'd Uke to understand more about
keeping my child safe

> Ineed to report an incident > I'mconcemed about my child

What do we say to
primary aged children?

Share Safe - Be Nice -
_ Personal Cyberbullying
information

Ask First -

Tell Someone - Games, sites,
Trusted adults apps

Education Child Protection Lid.

What else do CEOP say...?

(= WE ARE HERE TO HELP!
", “We are police officers. We take

i N this very seriously”.
\ ‘
| CHECK YOUR USERNAME!
/ E’ “Don’t tell people who you are -
/ i use a fun nickname instead”.
/ i

TRUST YOUR TUMMY!

“If anything makes your stomach feel
funny, tell an adult you trust, or
CEOP....”.

What could you give as
answer if someone on a
game says to you:
“where do you live?”

Nl O Y| B

“None of your business...!”

Using social networking sites, it
is so important that we use
privacy settings to keep
ourselves, and our information,
safe!

EEEEO O

So how do we do it...?

How you connect

Limit the audience for posts you've shared
with friends of friends or Public?

Who can contact me?

Who can send you friend requests? 5

Who can look me up?

Who can look you up using the email address
you provided?
Everyone

Who can loak you up using the phone number )
you provided? >
ends I
>

Eriend:

Do you want search engines outside of
Facebook to link to your Profile?
No




< Options I
El Find Facebook Friends >
B3 Find Contacts >
Story settings >
Change Password >
Posts that you've Liked >
Blocked Users >
Private Account (_)

< Privacy and safety Done

‘ Let others find me by my phone number

PR

Protect my Tweets ()

oy
uture will be a

n it. If you turn off
 receipts from

setting, you

Photo tagging Off

i ————————

only friends can direct.ly me L/

hide location info W,

private account q

approve can see your MUSICal.lys

my coins

h coins you can buy virtual gifts on
ical.ly

terms of use
privacy policy

copyright policy

clear cache

Settings

<

Contact me

My Story

See me in Quick Add

Support

—~—
e

Privacy Policy
Terms of Service
Licences

ACCOUNT ACTIONS
Clear cache

Clear Conversations.
Restore purchases

Blocked

< Add Friends

) Add by Username

Add from Contacts

0

Add by Snapcode

Add Nearby

Share username

PENGUIN

Online Games...




Which of these don’t let you talk to strangers...? —] Child Exploitation Online Protection Centre (CEOP
|

Dinge .

How do offenders engage youngsters?
- by using the sites that they use....

S ON)

Often posing as
a child of the same age / gender.

They will often purposefully present a very
similar profile as the child.

They are skilled at manipulating them into
criminal sexual relationships

' Online grooming: The five stages ' Online grooming: The five stages
Friendship \

Forming a relationship

Flattering a child

into talking in a private Gaining information

chatroom/game where asking the child what problems

they will be isolated /needs they have to create the
illusion of being their

The child will often be best friend and that they can help
a§ked for a non-sexual They begin to fill the needs of the
picture of themselves child

Online grooming: The five stages | Online grooming: The five stages

Risk assessment

Asking the child about

the location of their
computer/tablet and who
else has access to it

in order to assess the risk of
being detected. The desire is to
create situations where
they are alone together

to help reinforce a

special connection

Exclusivity

Building up a sense of
mutual love and trust
with the child

suggesting that they can
discuss "anything”

\O/*

\O/ﬁ\




Online grooming: The five stages

Sex talk / Meet

Engaging the child in
explicit conversations
& requesting sexually
explicit pictures from
them

At this stage the predator
will usually try to

arrange a meeting
with the child

\
O

N

Breck Bednar - 14 years old -

Murdered after being groomed by 19 year old Lewis Daynes

- on gaming sites like ‘Minecraft’
BEE © s

12 January 2015 Last updated at 1830 [ soee |

Breck Bednar murder: Lewis Daynes
sentenced to life in prison

A tesnager has been sentenced to life in prison for the murder of a

14-year-cid boy he met through online gaming. Relatsd

BaE -
NEWS cornwaLL

§ November 2014

14 Year Old Girl jailed
abducted and abused
for four days
by David Telles (38 years)
flew over from California.
She was groomed on

‘Clash of Clans’

six years for abducting 3
ho he arcomed

from Corm Related Stories.

4
abducted UK gl

Ooss

California Clash of Clans teen sex groomer

man groomed and

[ 7 cyberbullying 1

Cyberbullying is when someone bullies others over the internet oron a
mobile phone by sending abusive emails or texts directly or by posting
nasty comments or humiliating images for others to see. Like any form
of bullying, cyberbullying can be horrible for the children involved and
hard for them to talk about.

A 24 hours a day, 7 days a week, 365 days a year

JLNO safe place, hard to escape

Doesn’t empathise with
W victim

Easily shared with an audience and
—— has the ability to go viral in seconds

} iBully can be anonymousw‘

cyberbullying

Report

S-Start

T-Telling Save the

0-Other evidence

P-People
Be aware

of what Try not to
you share respond

Block the
Bully

cyberbullying |




cyberbullying

What should | do if my child is
being bullied online?

2aN

Stay calm Listen without judging

Tell them you can help

Prai i
Ceep theevidence  THS® them for talking to you

Ask them not to reply Block the bullies

Report information \l
to your child's school. .

Children who post or send indecent images of
themselves online are very easily

blackmailed s exploited - as young as eight years old

60%

13-18 yr olds
admitted to

seeing images
of others

40%

13-18 yr olds
admitted to

SEXTING

Do pictures sent via snapchat
always disappear after a
short amount of time....?

Snapchat Apps....

Snap Save for
Sanpehat [‘Free | Snap-Hack™
I Justin Knag e For Snapchat  |"g1.49 ]

Yiyi Sun "

Snap Saver for

Snapchat FREE

Tally Tarik — Snapkeep for —

*xxt (B Snapchat - Save... | FREE
Harry Guliiford b 4

SnapBox - a

=y snaphack for... —FREE Snap Save Free
WP | ovieros t—J for Snapchat... [Free |
> ok L Yong Peng
G - 8
SnapGrab Pro - N
B Screenshot s... [ FRE;J = SnapCrack
& Dalin Chen phe— ey Free for Snap... :’FREE |

XIANGHUAYI L

Kids ‘sext’ to.....
show off
to entice someone
to show interest in someone
to prove commitment

By creating, sending or possessing indecent pictures of a PEI'SON under

18 you are
breaking the law

(Protection of Children Act 1978 / Criminal Justice Act 1988) ...

Police have only
recently started
filing crime
reports about
sexting...

Sexting boy's naked selfie recorded as
crime by police

If school choose to
take an incident
to the police,
then officers must
record the crime.

A boy who sent a naked photograph of himself 10 & girl at school has had the
erime of making and distributing indecent images recorded against him by
police, the BEC has leamt.

161 07 Charged, coukd have his namo stored

The boy, 8ged 14, who wa:
on a polics dati for 10 yoars

Use a strong Change settings
password to private
@ Consider the

Use an alias and
avoid personal
pictures

minimum age

®

Don't accept
friend requests
from strangers

Don't include

date of birth and @
other personal
information Switch off
location services
o ®
Show your child Tell them to
how to block think before
and report they post




Helpful sites for Parents & Carers

{~ Language Children

Use Online..
! | NSPCC NetAware))) | www.net-aware.org.uk
T~ Q ASL? ‘Age, Sex, Location’ Your guide to the
AN social networks
\ your kids use
\ POS or ‘Parent over ot i el e e
| 8 — Shoulder’ or
| PIR ‘Parent in Room’
/ T
B IRL or ‘In Real Life’ or N
e — ‘Let’s Meet in
LMIRL Real Life’ Allows parents and carers to search for
apps, games and sites if they have a
< - concern or need more information

safer....

'8 OurPact

1
A | Z  Download on the |

® Appstore

Family Sharing: allows the parent to be the ‘family organiser’ -

Parents ... making things
has to ‘approve’ every request for an app ...

* Manage up to 10
devices

« Block, grant and
schedule access to
the internet

» Block, grant and
schedule access to

w— — — —
e ATT ¥ B T ey 347 P g =y Tasem

Settings iCloud cif Back Cancq

Family Setup
y As the Family organizer, you will invite
family members and agree to pay for
| iTunes, iBooks, and App Stere purchases
Storage 11 MB Ava they initiate.

Family Sharing is the easy way o share
B Clowd Drive what's important with members of your
e family.
5
B v ] 7

a fi I — Kyli Singh certain apps
s _( G S shoon s vicn oty ko
= -5 [ P
@ s « St v o th ety i,
Notes L @ [ —————
BB Passbook o eisiy
n = Leas b Fami haring
Making things safer.... = Making things safer....
| g s Message children || \ﬁ\ S e
Dinner in 5? Send a message \‘ “
- 2 to their screen and get the _/ I . .
screen- Ilmlt whole family to the table /' / screen- I'm't "
on time [

L
Set schedules
When it's time for school, > \

ECP

Education Child

Protection
Exclusive offer for friends of ECP

homework or bed Screen
Limit schedules help the
day run like clockwork

R G 5000 free minutes
[ ewards n
( Y Bedroom need tidying? Use | Countdown
‘\ ’}J internet time as a carrot Keep the peace with a e | 9 a 2 7 8 b
\ 8 and keep everyone happy! countdown on their screen / |
— .| that shows how much time / _—
~— - [ Tk IO PRI until screens off — /A £ v .




ORI I
Helpline
for
| professionals

Open Monday to ;
Friday
10am to 4pm

Helpline for professionals working with
children and young people in the UK
with any online safety issues they may
face themselves or with children in
their care.

We provide support with all aspects of
digital and online issues such as those

which occur on
v social networking sites
v’ cyber-bullying
v’ sexting
v online gaming
v child protection online

@ @

helpline@saferinternet.org.uk

Jol

Last Bits of Advice:

Understand what children do online, and keep

yourself Up to date with what the latest

websites / games are that children use.

The children | work with have agreed to tell me if they
are worried about something online - | know where
to get help if I’'m concerned about children.

Protect yourself! Privacy schools / social
networking friends / Google yourself!

10



